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1 Introduction

The evaluation and validation work package aims at answering the two questions,
“Does the software do the right things?” which addresses the adequacy of the software
for its intended goal, thus requiring an evaluation by its intended users, and “Does the
software do the things right?” which stresses the need to validate its behavior from the
viewpoint of performance and of correctness of results.

The overall objectives of the work package are:
e To formulate evaluation criteria, validation procedures, and feedback report
guidelines
e To coordinate the specifications of test (validation) cases and demonstrators
e To coordinate evaluation and validation activities
e To write evaluation reports on the components of the system and on the
integrated EURECA environment.

In the current phase of the project, the validation and evaluation activities are focused
on the software components. In this deliverable the evaluation and evaluation
procedures are defined on a per component basis for the EURECA software
components, and the components will be evaluated by the developers themselves
following the approach defined in D8.1 Evaluation and validation procedures for the
EURECA environment. The results will be reported in D8.3 Report on evaluation and
validation of EURECA components.

In the next phase of the project, the validation and evaluation will focus on end-to-end
evaluation and valuation of the (clinical) scenarios, and will involve end-users as well.

1.1 Verification procedures
Are we building the product right?

Verification is intended to check that a product, service, or system (or portion thereof,
or set thereof) meets a set of initial design requirements, specifications, and
regulations. In the development phase, verification procedures involve performing
special tests to model or simulate a portion, or the entirety, of a product, service or
system.

The testing environment of the EURECA web services is based on the open source
software for Web Services management called Membrane SOA Registry®. All the
EURECA web services must be registered at the Membrane instance of EURECA.
The system will provide Web Services Monitoring for:

e Web Services availability

¢ Root cause analysis of service failures

e Performance metrics for SLA checks

The system will also provide Web Services Testing using the Dynamic SOAP Client

! http://www.membrane-soa.org/
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The verification (testing) of the EURECA web applications will be based on scripts
using the WebDriver API, a W3C working draft. The WebDriver API is a platform and
language-neutral interface and associated wire protocol that allows programs or scripts
to introspect into, and control the behavior of, a web browser. It is intended to allow
developers to write tests that automate a browser from a separate controlling process.

For web applications which support authentication (login) the developers will use a test
user with limited permissions and use these credentials for the test scripts.

1.2 Validation and evaluation procedures

1.2.1 Validation procedures
Are we building the right product?

Validation is the process of evaluating software during or at the end of the
development process to assure the quality of desired outcome. Trying to answer the
guestion if the system does the right things, an integration of software life cycle
management and risk management activities is recommended.

Software validation is accomplished through a series of activities and tasks that are
planned and executed at various stages of the software development life cycle.

Validation plan within EURECA will be based on the user requirements (derived from
WP1). We built special tools/scenarios in order to fulfill specific requirements. Each
developer of a tool or leader of a clinical scenario has to identify the initial user
requirements. The validation procedure will identify the specifications which conform
or fail to meet user needs and intended uses.

1.2.2 Evaluation procedures
Does the software do something of sufficient value?

Evaluation entails demonstrating that the system has a positive benefit to its users.
The evaluation activities described in this document do not target the end-user
(evaluating the selected scenarios) but target the system developers (evaluating the
components).

1.3 Evaluation and validation process

As described in Deliverable 8.1 Evaluation and validation procedures for the EURECA
environment validation and verification activities must be conducted throughout the
entire software life cycle. In WP 9 Models, deployment and clinical pilots different
deployments environments have been specified. Currently, 3 deployment
environments have been defined:

e Development environment: Where all software development takes place

e Stage environment: Environment for integration and stability testing

e Pre-production environment: environment aiming to provide a stable base to

perform evaluation and validation activities.

2 http://www.w3.org/TR/webdriver/
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WP9 has defined guidelines of how the components in the deployment environments
are managed, covering who should be informed of component changes and whose
permission should be requested for component changes.

Request permission:

Component
implementation
change

Component interface change

Developers of all components directly
depending on this component (e.g.
requiring the component interface).
Architecture team representative, QA
representative

Deployment in
stage
environment

QA representative

Developers of all components directly
depending on this component (e.g.
requiring the component interface).
Architecture team representative, QA

Architecture team
representative, QA
representative

Deployment in
pre-production
environment

representative

Inform:

Component interface change

Component implementation
change

Deployment in
development
environment

Developers of all components
directly depending on this
component (e.g. requiring the
component interface).
Architecture team representative

Deployment in
stage
environment

Developers of all components
directly depending on this
component (e.g. requiring the
component interface).
Architecture team
representative, QA
representative

Developers off all components
directly depending on this
component (e.g. requiring the
component interface). QA
representative

Deployment in
pre-production
environment

Developers of all components
directly depending on this
component (e.g. requiring the
component interface).
Architecture team
representative, QA
representative

Developers of all components
directly depending on this
component (e.g. requiring the
component interface).
Architecture team representative,
QA representative

The QA representative will verify on behalf of WP8 that filled-in validation and
evaluation templates have been provided for deployment in the pre-production
environment (upon component interface changes and component implementation
changes).

© EURECA Public












e

WP 8 D 8.2, version 1.0.
EURECA
ICT-2011-288048
Page 12 of 127

b d

Name of evaluator(s):

Evaluator's expertise:

Name and Version of the EURECA software component:

Evaluation date :

FORM A

(Software quality characteristics)

Rating

strongly
agree

agree

neutral

disagree

strongly
disagree

The set of functions covers all the specified tasks and user

>

-% objectives.

S | The system provides the correct results with the needed degree of
S | precision.

S | The functions facilitate the accomplishment of specified tasks
% | and objectives.

? The system responds quickly.

D

-é’ The system utilizes resources efficiently.

w

2 | The system shares resources without loss of its functionality.
5

8 | The system shares information/data with other EURECA

£ | components?

O

© EURECA Public
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Usability

The users can recognize easily whether the system is appropriate
for their needs.

The users learn to use the system easily.

The users use the system without much effort.

The system protects users against making errors.

The user interface enables pleasing and satisfying interaction for
the users.

2 | Most of the faults in the software been eliminated over time.
'-,55 The software is capable of handling errors.
E’ The software resumes working & restores lost data after failure.
The system provides identification access wherever is needed.
>
= | Data are accessible only to authorized users
=] " .
% The system traces actions uniquely.
The system prevents unauthorized access.
2 | Faults can be easily diagnosed.
% The system is composed of discrete independent components.
c
‘© | Anasset can be used in more than one system, or in building
.% other assets.
S | The software can be tested easily.
‘® = | The software can be moved to other environments easily.
= = - -
== The software can be installed easily.

© EURECA Public
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The software can easily replace other software.

The software is accurate and complete for the intended use.

| found the system very cumbersome to use

§ The software improves the time or reduces resources for the
£ | intended goal.
>
-% The software satisfies the perceived achievements of pragmatic
= oals.
S g

The software cannot harm people in the intended contexts of use.

FORM B Rating
strongly . strongly
(Quality in Use) agree agree neutral disagree disagree

| found the system unnecessarily complex
__ | I'thought the system was easy to use
n
2 I think that I would need the support of a technical person to be
% | able to use this system
IS
tg | found the various functions in this system were well integrated
'c?; I thought there was too much inconsistency in this system
-]
g I would imagine that most people would learn to use this system
% very quickly

| felt very confident using the system

© EURECA Public
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I needed to learn a lot of things before I could get going with this
system

© EURECA Public
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3 CONCLUSIONS

In this deliverable the evaluation and evaluation procedures have been defined on a
per component basis for the EURECA software components, following the approach
as defined in D8.1 Evaluation and validation procedures for the EURECA environment.
The results will be reported in D8.3 Report on evaluation and validation of EURECA
components.

In the next phase of the project, the validation and evaluation will focus on end-to-end
evaluation and valuation of the (clinical) scenarios.

© EURECA Public
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4 Appendix A — Evaluation templates

4.1 Web applications
Economic Analysis Tool

Rating (1 strongly disagree,
FORM A 5 strongly agree)

(Software quality characteristics) 1 2 3 4

Can software perform the tasks required? (allow
economic analysis question to be defined and
executed repeatedly)

Is the result as expected?

Functionality

Is the result complete?

How quickly does the component respond?

Does the component utilize CPU and memory
efficiently?

Efficiency|

Can the system import from Eureca

Compatibility

Can the system import from external sources

Does the user comprehend how to use the GUI
easily?

Can the users learn to use the GUI easily?

Usability

Can the users use the GUI without much effort?

Have most of the faults in the software been
eliminated over time?

Reliabilit
y

Is the software capable of handling errors?

Can the software be tested easily?

Mainainability

rta
bili

| Can the software be moved to other environments? ‘ ‘ ‘ |

© EURECA Public
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Can the software be installed easily?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Consultation Recommender

FORM A

(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

Functionality

Can software perform the tasks required? (giving
recommendation to consultation queries)

Is the result as expected?

Is the result complete?

Efficiency|

How quickly does the component respond?

Does the component utilize CPU and memory
efficiently?

Compatibility

Can the system import text data in all relevant
formats?

Usability

Does the user comprehend how to use the GUI
easily?

Can the users learn to use the GUI easily?

Can the users use the GUI without much effort?

© EURECA Public
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= Have most of the faults in the software been
® > | eliminated over time?
X Is the software capable of handling errors?
2
=
.% Can the software be tested easily?
c
‘T
P

'§ 2> | Can the software be moved to other environments?
| =
S = | Can the software be installed easily?
How accurate and complete is the software for the

o | intended use?

(72]

; Does the software improve the time or reduce

> | resources for the intended goal?

S | Does the software satisfy the perceived

© | achievements of pragmatic goals?

Is the software safe for clinical use?

Reporting episodes of febrile neutropenia

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

> Can software perform the tasks required? Finding
= | patients who had an episode of febrile neutropenia.
§ Is the result as expected?
§ Can the system interact with another system?
L [ isthe system compliant with standards?
cc>>’ How quickly does the system respond?
;S Does the system utilize CPU and memory
= | efficiently?
g% _| Can the system share resources without loss of its
S & | functionality ?

© EURECA Public
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Can the system share information/data with other
Eureca components?
Does the user comprehend how to use the system
> | easily?
T.EU Can the user learn to use the system easily?
3 | Can the user use the system without much effort?
Does the interface look good?
Have most of the faults in the software been
2 | eliminated over time?
E Is the software capable of handling errors?
& | Can the software resume working & restore lost data
after failure?
Does the system provide identification access
> | Wherever is needed?
§ Are data accessible only to authorized users ?
@ | Can the system trace actions uniquely ?
Does the system prevent unauthorized access?
2 | Can faults be easily diagnosed?
% Can the software be easily modified?
'% Can the software continue functioning if changes are
€ | made?
©
= | Can the software be tested easily?
Can the software be moved to other environments?
) . .
= | Can the software be installed easily?
E Does the software comply with portability
E standards?
Can the software easily replace other software?
How accurate and complete is the software for the
& | intended use?
= | Does the software improve the time or reduce
E resources for the intended goal?
©
8 Does the software satisfy the perceived
achievements of pragmatic goals?

© EURECA Public
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Can the software harm people in the intended
contexts of use?

Cancer registry reporting

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required?

i) Finding patients who had a new incident/recurrent
tumor within a specific period of time

ii) Filling-in the cancer registry input fields

Is the result as expected?

Can the system interact with EURECA CDM patient
repository?

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other

Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

© EURECA Public
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Security

Does the system provide identification access
wherever is needed?

Avre data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are

made?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Microbiology Module

FORM A

(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required?

i) Statistical Analyses possible (Query Interface)?

ii) Display the data from the Hospital Systems into
CRFs (automatically prefilled)?

iii) Enter missing data (Barcode, Keyboard)
possible?

© EURECA Public
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Are these results as expected?

Can the service interact with the EURECA CDM?

i) Push-Services (data from Hospital Systems )

ii) Update Services (Upload data from EURECA CDM
into Microbiology Application)

Is the system compliant with standards?

How quickly does the Microbiology Application
interact?

> . . . -
= How quickly does the Microbiology Application
-g receive required data (synchronize data form
& Hospital Systems)?
Does the application utilize CPU and memory
efficiently?
Does the Push Services push the clinical data into
o the EURECA CDM successfully?
3 Does the Update Services upload the clinical data
§ from the CDM into the Microbiology Application
g successfully?
o
Are the uploaded data in the CRFs of the
Microbiology Application complete?
Does the user comprehend how to use the system
easily?
- Can the user learn to use the system easily?
% Can the user use the system without much effort?
g Does the interface look good?
Does the interface provide all required
information?
Is the usage of the application intuitive?
Have most of the faults in the software been
eliminated over time?
E Is the software capable of handling errors?
§ Can the services resume working & restore lost data
& after failure?

Can the Microbiology Application resume working
& restore lost data after failure?

© EURECA Public
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Are data accessible only to authorized users?

Does the system prevent unauthorized access?

Are the pushed patient data sufficient
pseudonymised?

Security

Can the data be merged to one patient even the
pseudonymisation?

Can the Microbiolgoy Application display the real
patient data (re-pseudonymisation)?

Maintainability

Can the software be tested easily?

Can the software be moved to other environments?

Can the software be installed easily?

Portability

Can the software easily replace other software?

How accurate and complete is the software for the

intended use?

Does the software improve the time or reduce
resources for the intended goal?

Quality in use

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

SAE/SUSAR

FORM A

(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Can software perform the tasks required?

i) Are AEs, SAE, and SUSARs displayed sufficient?

ii) Are AEs, SAEs and SUSARs reported sufficient?

Are these results as expected?

Functionality

Can the service interact with the EURECA CDM?

© EURECA Public
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| Is the system compliant with standards?

Efficiency

How quickly does the Service interact?

Does the system utilize CPU and memory
efficiently?

Compatibility

Does the Service report SUSARs to the
EudraVigilance network, the local authorities, the
Ethics Committee and all involved investigators
automatically?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Does the interface provide all required
information?

Is the usage of the application intuitive?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the services resume working & restore lost data
after failure?

Security

Are data accessible only to authorized users?

Does the system prevent unauthorized access?

Are the reported messages pseudonymized?

Maintainability

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Can the software easily replace other software?

© EURECA Public
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Quality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Outcome Prediction tool

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4 5

Functionality

Can software perform the tasks required? Predict
outcome for a single patient or cohort

Is the result as expected?

Can the system interact with a) EURECA CDM
patient repository and b)external clinical trial
repositories?

Is the system compliant with standards?

Efficie

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

© EURECA Public
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Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data

after failure?

Security

Does the system provide identification access
wherever is needed?

Avre data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can the software be tested easily?

portability

Can the software easily replace other software?

Quality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Diagnostic Sarcoma Classifier tool

FORM A
(Software quality characteristics)

Rating (1 strongly
disagree,

5 strongly agree

1

2

3

4| 5

Function

ality

Can software perform the tasks required? Predict
outcome for a single patient or cohort

Is the result as expected?

© EURECA Public
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Can the system interact with a) EURECA CDM
patient repository and b)external clinical trial
repositories?

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can the software be tested easily?

Portabilit
y

Can the software be moved to other environments?

Can the software be installed easily?

Can the software easily replace other software?

© EURECA Public
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Quality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Hypothesis Generation Tool

FORM A
(Software guality characteristics)

Rating (1 strongly
disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? Generate
hypotheses

Is the result as expected?

Can the system interact with a) EURECA CDM
patient repository and b)external clinical trial
repositories?

Is the system compliant with standards?

Efficie

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Have most of the faults in the software been
eliminated over time?

Reliabilit
y

Is the software capable of handling errors?

© EURECA Public
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Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Avre data accessible only to authorized users ?
Can the system trace actions uniquely ?
Does the system prevent unauthorized access?

Maintainability

Can the software be tested easily?

portability

Can the software easily replace other software?

Quality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Contextualization for Clinicians

Rating (1 strongly disagree,
FORM A 5 strongly agree)

(Software quality characteristics) 1 2 3 4 5

Can software perform the tasks required? Finding
relevant answers for the given patient data?

Is the result as expected? Are all highly ranked
answers relevant?

Functionality

Can the system interact with the Eureca platform?

Is the system compliant with standards?

© EURECA Public
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Efficie

ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainabili

ty

Can the software be easily modified?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Quality in

use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?
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Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Trial Recruitment

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? i) Finding
eligible patients for a trial
ii) Finding suitable trials for a patient

Is the result as expected?

Can the system interact with a) EURECA CDM
patient repository and b)external clinical trial
repositories?

Is the system compliant with standards?

Efficienc

How quickly does the system respond?

> | Does the system utilize CPU and memory

efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?
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Does the system provide identification access
wherever is needed?

>
% Avre data accessible only to authorized users ?
) Can the system trace actions uniquely ?
Does the system prevent unauthorized access?
=
T—Eé
.% Can the software be tested easily?
c
‘©
P

= Can the software be moved to other environments?

QO - .

g > | Can the software be installed easily?

g Can the software easily replace other software?
How accurate and complete is the software for the
intended use?

(<5}

E Does the software improve the time or reduce
i~ resources for the intended goal?

g}

= Does the software satisfy the perceived

8 achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

SAE prediction

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required? i)
construction of a prediction model for a certain SAE
ii) prediction of the probability of an SAE for a
specific patient
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Is the result as expected? The system provides the
correct results with the needed degree of precision.
- The system constructs a prediction model by
learning from a training set, this model is validated
against a validation set. The measures used for
validation (c-index, AIC and confidence intervals)
should give an accurate representation of how well
the model generalizes to new instances. To test this,
for each use case, a test set is created, which is used
to verify that models with high c-index, low AIC
and narrow confidence intervals do indeed perform
better on this test set than models with low c-index,
high AIC and/or wide confidence intervals

Can the system interact with the EURECA data
mining architecture?

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily? The user being a team of a data mining
expert and a clinical expert

Can the user learn to use the system easily? The user
being a team of a data mining expert and a clinical
expert

Can the user use the system without much effort?
The user being a team of a data mining expert and a
clinical expert

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?
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Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Protocol Feasibility

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required? Do the
absolute and relative feasibility help in designing the
eligibility conditions?

Is the result as expected? Is the enrollment of the
trial in correspondence with expected feasibility ?

Can the system interact with the Eureca platform?

Is the system compliant with standards?
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Efficie

ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibilit

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainabili

ty

Can the software be easily modified?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Quality in

use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?
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Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Personal Medical Information Recommender

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality|

Can software perform the tasks required? Can the
software identify useful information for patients?

Is the result as expected?

Can the system interact with another system?

Efficiency,

How quickly does the system respond?

Does the system utilize CPU and memory
efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliabilit

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

rta

'_5 |

Can the software be moved to other environments?
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Can the software be installed easily?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?
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4.2 Web services

Patient Identity Management Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? i) return
the list of available patients ii) management of
patients

Is the result as expected?

Is the system compliant with standards?

Compatibility

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Reliability

Is the software capable of handling errors?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be tested easily?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?
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Can the software harm people in the intended
contexts of use?

Authorisation Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? i) accept
AC requests ii) generate AC decisions

Is the result as expected? (Incoming AC request
return correct AC decisions)

Is the system compliant with XACML (version 3.0)?

Compatibility

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Portability

Can the software easily replace other software?
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Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Message Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? i) manage
incoming/outgoing messages

Is the result as expected?

Is the system compliant with standards?

Efficie
n

Does the system utilize resources efficiently?

Compatibility

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Avre data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

'S 8 Can faults be easily diagnosed?
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| Can the software be tested easily? l l l |
Fn
'§ Can the software easily replace other software?
S
o
How accurate and complete is the software for the
intended use?
5]
S | Does the software improve the time or reduce
.= | resources for the intended goal?
= - -
= | Does the software satisfy the perceived
8 achievements of pragmatic goals?
Can the software harm people in the intended
contexts of use?

Service Registry

Rating (1 strongly disagree,
FORM A 5 strongly agree)

(Software quality characteristics) 1 2 3 4

Can software perform the tasks required? i) manage
EURECA services

Is the result as expected?

Functionality

Is the system compliant with standards?

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Compatibility

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Reliability

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Security

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?
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Maint
ainabil

Can faults be easily diagnosed?

itv

Can the software be tested easily?

Portability

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Data Push Service (ETL)

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required? i)store
normalized information on CDM

Is the result as expected?

Can the system interact with another system? i)
Eureca CDM and ii) ETL process

Is the system compliant with standards? A)HL7
RIM

Efficiency

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?
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Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Query Builder Service
FORM A

Rating (1 strongly disagree,
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Functionality

(Software quality characteristics)

5 strongly agree)

1 2 3 4

Can software perform the tasks required? Does it
return a correct SPARQL template

Is the result as expected?

Can the system interact with another system? e.g.
the Core Dataset Service

Is the system compliant with standards?

Efficie

ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components? Can que query be executed on
CIM/CDM Access Service

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed? Security access? SSL?

Avre data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainabili

ty

Can faults be easily diagnosed?

Can the software continue functioning if changes are
made?
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| Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

CIM/CDM Access Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? The
queries are correctly executed on CDM?

Is the result as expected?

Can the system interact with another system?
EURECA CDM and Core Dataset Service with
guery expansion method

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other

Eureca components? Is the web service for remote
invocation up & running? Does it provide results?
Core Dataset Service?
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Does the user comprehend how to use the system

> | easily?

% Can the user learn to use the system easily?

3 | Can the user use the system without much effort?
Does the interface look good?
Have most of the faults in the software been

2 | eliminated over time?

E Is the software capable of handling errors?

& | Can the software resume working & restore lost data
after failure?
Does the system provide identification access

> | Wherever is needed? Security access? SSL?

§ Are data accessible only to authorized users ?

@ | Can the system trace actions uniquely ?
Does the system prevent unauthorized access?

2 | Can faults be easily diagnosed?

'.g Can the software be easily modified?

'% Can the software continue functioning if changes are

£ | made?

[3¥]

= | Can the software be tested easily?
Can the software be moved to other environments?

> . .

= | Can the software be installed easily?

ﬁ Does the software comply with portability

E standards?
Can the software easily replace other software?
How accurate and complete is the software for the
intended use?

(5]

S | Does the software improve the time or reduce

.S | resources for the intended goal?

= - -

= | Does the software satisfy the perceived

8, achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?
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Core Dataset Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? Expand
SNOMED Concepts? The mapping on CDM of the
given concept is correct?

Is the result as expected?

Can the system interact with another system?
Terminology binding and normalized form?

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality?

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed? Security access? SSL?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?
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Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Terminology Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required? Results
concepts from other terminologies related with the
given one?

Is the result as expected?

Can the system interact with another system? Core
Dataset Service?

Is the system compliant with standards? RDF,
OWwWL?

Efficie

ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Comp

atibilit

Can the system share resources without loss of its

A functionality ?
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Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provide results?

Does the user comprehend how to use the system

2 easily?
% Can the user learn to use the system easily?
3 | Can the user use the system without much effort?
Does the interface look good?
Have most of the faults in the software been
2 | eliminated over time?
E Is the software capable of handling errors?
E Can the software resume working & restore lost data
after failure?
Does the system provide identification access
> | Wherever is needed? Security access? SSL?
% Are data accessible only to authorized users ?
@ | Can the system trace actions uniquely ?
Does the system prevent unauthorized access?
2 | Can faults be easily diagnosed?
;?6 Can the software be easily modified?
'E Can the software continue functioning if changes are
c made?
g Can the software be tested easily?
Can the software be moved to other environments?
E Can the software be installed easily?
_‘3 Does the software comply with portability
0’6_ standards?
Can the software easily replace other software?
o !—Iow accurate and complete is the software for the
% | intended use?
i Does the software improve the time or reduce
-c_*:d‘ resources for the intended goal?
& | Does the software satisfy the perceived

achievements of pragmatic goals?
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Can the software harm people in the intended
contexts of use?

Provenance Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? store
provenance information about the CDM?

Is the result as expected?

Can the system interact with another system?
EURECA CDM

Is the system compliant with standards? OPM?

Efficie
n

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components? EURECA CDM

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?
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Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Portability

Can the software be moved to other environments?

Can the software be installed easily?

Does the software comply with portability
standards?

Can the software easily replace other software?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Freetext Query Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functionality

Can software perform the tasks required?

Is the result as expected?

Can the system interact with another system?

Is the system compliant with standards?

Efficie
ncy

How quickly does the system respond?

Does the system utilize resources efficiently?

Compatibility

Can the system share resources without loss of its
functionality ?

Can the system share information/data with other
Eureca components?
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Does the user comprehend how to use the system

2> | easily?

% Can the user learn to use the system easily?

3 | Can the user use the system without much effort?
Does the interface look good?
Have most of the faults in the software been

2 | eliminated over time?

E Is the software capable of handling errors?

& | Can the software resume working & restore lost data
after failure?
Does the system provide identification access

> | Wherever is needed? Security access? SSL?

§ Are data accessible only to authorized users ?

@ | Can the system trace actions uniquely ?
Does the system prevent unauthorized access?

2 | Can faults be easily diagnosed?

;?5 Can the software be easily modified?

'% Can the software continue functioning if changes are

£ | made?

[3¥]

= | Can the software be tested easily?
Can the software be moved to other environments?

> - .

= | Can the software be installed easily?

9 - "

8 | Does the software comply with portability

DS_ standards?
Can the software easily replace other software?
How accurate and complete is the software for the
intended use?

(5]

S | Does the software improve the time or reduce

.S | resources for the intended goal?

= - -

= | Does the software satisfy the perceived

8, achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?
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Trial Management Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required?

Is the result as expected?

Can the system interact with another system?

Is the system compliant with standards?

Efficiency

How quickly does the system respond?

Compatibility

Can the system share information/data with other
Eureca components?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainabili

ty

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?
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| Can the software be tested easily?

@ | How accurate and complete is the software for the
2 | intended use?
z _ _
= | Does the software satisfy the perceived
8, achievements of pragmatic goals?
Locker
Rating (1 strongly disagree,
FORM A 5 strongly agree)
(Software quality characteristics) 1 2 3 4
2 | Can software perform the tasks required?
©
c
% Is the result as expected?
c
L | Can the system interact with another system?
é‘ How quickly does the system respond?
g
E Does the system utilize resources efficiently?
=
;?‘:3‘ Can the system share information/data with other
g- Eureca components?
o
O
Have most of the faults in the software been
2 | eliminated over time?
@ Is the software capable of handling errors?
& | Can the software resume working & restore lost data
after failure?
- Does the system provide identification access
= | wherever is needed?
>
8 | Are data accessible only to authorized users ?
(%)
Can the system trace actions uniquely ?
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Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Single Patient Query engine

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,
5 strongly agree)

1 2 3 4

Functionality

Can software perform the tasks required? i) execute
incoming requests to match the eligibility criteria of
a given trial with the data of a given patient

Is the result as expected?

Efficiency

Does the system utilize resources efficiently?

Compatibility

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provides results?

Have most of the faults in the software been
eliminated over time?

Reliabilit
y

Is the software capable of handling errors?
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Can the software resume working & restore lost data
after failure?

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Security

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Can faults be easily diagnosed?

Maintainability

Can the software be tested easily?

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Quiality in use

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Query Engine

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Can software perform the tasks required? i) execute
incoming SNAQL scripts

Functionality

Is the result as expected?

Efficiency

Does the system utilize resources efficiently?
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Compatibility

Can the system share information/data with other
Eureca components? Is the web service for remote
invocation up & running? Does it provides results?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be tested easily?

Quiality in use

How accurate and complete is the software for the
intended use?

Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

Trial Request Authorisation Service

FORM A
(Software quality characteristics)

Rating (1 strongly disagree,

5 strongly agree)

1 2 3

4

Functi

onality

Can software perform the tasks required?

Is the result as expected?

© EURECA Public




T

G

WP 8 D 8.2, version 1.0.
EURECA
ICT-2011-288048

Page 59 of 127

Can the system interact with another system?

Is the system compliant with standards?

Efficiency

How quickly does the system respond?

Compatibility

Can the system share information/data with other
Eureca components?

Usability

Does the user comprehend how to use the system
easily?

Can the user learn to use the system easily?

Can the user use the system without much effort?

Does the interface look good?

Reliability

Have most of the faults in the software been
eliminated over time?

Is the software capable of handling errors?

Can the software resume working & restore lost data
after failure?

Security

Does the system provide identification access
wherever is needed?

Are data accessible only to authorized users ?

Can the system trace actions uniquely ?

Does the system prevent unauthorized access?

Maintainability

Can faults be easily diagnosed?

Can the software be easily modified?

Can the software continue functioning if changes are
made?

Can the software be tested easily?

Qualit]

yin

use

How accurate and complete is the software for the
intended use?
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Does the software improve the time or reduce
resources for the intended goal?

Does the software satisfy the perceived
achievements of pragmatic goals?

Can the software harm people in the intended
contexts of use?

4.3 API
NLP medical concept identifier

Rating (1 strongly
disagree,
FORM A 5 strongly agree)

(Software quality characteristics) 1 2 3 4

Can software perform the tasks required? (identifying medical
concepts/terms in texts)

Is the result as expected?

NA

Functionality

Is the system compliant with standards?

How quickly does the component respond?

Efficie
ncy

Does the component utilize CPU and memory efficiently?

Can the system share resources without loss of its functionallity ?

lity

Can the system share information/data with other Eureca
components?

Compatibi

Does the developer comprehend how to use the API easily?

Can the developer learn to use the API easily?

Usability

Can the developer use the APl without much effort?

Have most of the faults in the software been eliminated over
> | time?

Reliabilit

Is the software capable of handling errors?
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